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Evolution of Coding
. Free

Q Proprietary close to patent expiry

Block Codes

Convolutional Codes . Proprietary with long patent life

Modern Codes

* LDPCs — patent expired

* Turbo Codes — patents
expired or expiring

Rateless Codes

Raptor and related codes
* Rate-less (refinement to free E2E)
 Still E2E, still static

Fulcrum Codes::: codeon

Network Codes :: codeon « RLNC-enabled @l iruiir

« RLNC enables network coding . F.Iuic)i complexity (flexible field
size

e Deterministic construction for speC|aI cases
. * Breaks performance-overhead
* Index Coding
trade-off

« CATWOMAN (Linux 3.10)




Random Linear Network Coding Ve EU

A
Orignal
: l
o\ (011 12 o3 a1g4 a5 "-"t'i,ﬁ\ of P \'I
C'y a1 a2 a3 a4 025 aze (lp Proy
Cy | |31 s 33 gy O35 (g : Py i
C'y 41 Quz 043 Oag Q45 046 [ Py |l
C’ 51 Q532 G53 054 055 056 || F5 :
Cs / \f¥51 O (g3 (54 (g5 (V6 } 1\ Fs

h___

I Gaussian elimination n x n matrix requires An3 + Bn? + Cn operations. I




Random Linear Network Coding Ve EU

A
coding

e _coeﬁiciints_ _____ :

|
o\ L1 012 g G145 QL L/ P
' | 21 22 (23 Q24 025 (26 : P
Ca | _ |31 a32 a3z azq azs agg || Fa
C'y | g1 g g3y gy s ogg | Fa
C’ : (51 (52 (53 (54 G55 56 I | Fs
Cs / A\Q61 Q62 (63 Q54 (65 Q6 P\ Fs /

I Gaussian elimination n x n matrix requires An3 + Bn? + Cn operations. I




Random Linear Network Coding Ve EU

A
coded
' |
1 Ch \‘I (011 12 o3 a1g4 a5 "-"t'i,ﬁ\ [ P\
I C2 21 (22 23 24 25 246 P
: C3 |1 | a1 a3z 033 (34 (35 Oag Py
: Cy |I (kg1 (¥g2 (kg3 (kg Og5 (g Py
C’ : (51 (52 (53 (54 055 Q056 P5
|\ Cs /,  \@%1 G52 G653 G54 Q65 Q6 }

\ % /

h___

I Gaussian elimination n x n matrix requires An3 + Bn? + Cn operations. I
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Random Linear Network Coding

( Ol \ (051,1 alﬂg\

CG' &G,l ce CEG,G' ‘
C 1 «v 11 --- @ 1 ‘
Q+ Gfi_ , G—!— G P

e R

Rateless code: can output any number of coded packets.
(such as Fountain codes, but better than RS)




RLNC: The Technology SeRANY
Coding Today Coding Tomorrow with RLNC

(all End-to-End)

Classical + Sliding Window Encoding Real time video streaming,
o >0 TCP, SDN...
Classical .
Multihop Edge caches,.wweless m.esh,
s . reliable multicast, satellites,
M small relay topologies,
SDN...
Multipath Mult!-source streaming
Multipath TCP, channel
Multicast

bundling, heterogeneous
network combining, SDN...

Multisource — Multi-destination / Mesh

Distributed cloud, SDN,
advanced mesh (loT, car2car,
M2M, smart grid) ...
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5G MULTICAST




Norm — Reliable Multicast “) 36 LaB

Sleinwurl
e ey



Reliable Multicast
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5G CODED POINT TO POINT




Sliding Window SERMANY




Coded TCP SEnmiANY

SAMSL
% & FRal&16:42

>4 Coded TCP Demo

Status: Test finished



Histogram of CTCP-TCP Data Pairs cenNAY

18
16
. TCP download faster
14 . CTCP download faster
213
g If TCP is faster, In contrast, CTCP download
B 11t itis by a small times are substantially lower
53 amount (usually (>30s in 5% of the cases)
E 9 + less than 15s)
s}
[0}
[=)]
g 7
2
e 5
4
2

1354 data pairs o

<=8 -5 -1 01 5 10 15 20 25 =30
TCP download time - CTCP download time



Pacific Island Testbed e B

A

m—— Conventional TCP
m—— TCP / NC
— UDP tunnel
LY
" (e.g., web
server or
4\ other host)

G

\ TCP/NC
Encoder/

TCP/NC Sat gate Decoder
Encoder/ ) ; e
.I‘.

G
Decoder G,

Hosts

W

Off island

Fig. 1. TCP/NC network topology
http://arxiv.org/pdf/1506.01048v1.pdf




Pacific Island Testbed

Goodput [Mbit/s]

40
35
30
25
20
15
10

5G LAB

GERMANY
- 100
*  Packet loss [%] + 0.01% ' 10 <
l| i ! 1 o
)y | + E
* * [5]
: Lo : : 01§
- I..m“"‘ +* - - .I'mm*. o e * *‘Iﬂm“ 0.01
30/01/2015 31/01/2015 01/02/2015 02/02/2015 03/02/2015
Date
40
35 © TCP * TCPINC
7307, - . -
121 | i e
S 20 ¢t Loy
% ] }f +: s, . 4 R
R s
© 104 37 RS T Tt
o] 0 Sl
0 e
0.01 0.1 1 10 100

Packet loss [%] + 0.01%
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5G WIRELESS MESH




A
-
-

Wireless Mesh

5 wna B e '%Q‘

= = NZZLNM1L
sdqnost

ure9-ybiH

Foto: Torsten Prof3, Jeibmann Photographik



Recoding s B0

A

n
c
©
| -
)
>
| -
bt
/ \ %
0, 0, <
40% @ 40% O
/ \ ©
I -
g 001 "
0, N ! Lol | '
80% -g - |mpact§of
I D ~+ . field size
\ / b | | | i
' s BV
o ) O 0001} :
60% : 60% o ; AUl
/ g
<
D. 0.0001 ‘ ' J—
o) 60 70 80 90 100 110 120 130 140 150 160
- - e number of packets by source
I No need for signalling! I o

F=206R=05=0 —+—  F=2R=0S5=0 « F=256R=15=0 % F=2R=15=0 &




‘ 5G LAB
GERMANY

Agnostic Recoding

P N &\
£,=0.5. . £=0.3 v
e S \ !
, S \ 1
\ 1
O — D Vo
E3=O.8 T—

strategy=standard, F=GF(2)
2.0 : , ,

I Rx fromHandS
I Rx from H

strategy=standard, F=GF(2*)

I Rx fromHandS
I Rx fromH

.0

# of lin. dep. packets

DOF in destination DOF in destination
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o)

Recode + Simple Protocol

NS
\\ ~\/<‘\\
€,=0.5.” o VoA
1Y \\\ £2=O.3 \ !
e S \ !
, S \ 1
\ 1
& ORI
strategy recode-forward, F= GF(2) strategy recode-forward, F=GF(2*)
2.0 2.0 ;
I Rx fromH and S I Rx fromH and S
] B Rx fromH ] B Rx fromH
] I ] i
~ 1.5 ~ 1.5
(@] (&)
© ©
o o
2 1.0 © 1.0
o ©
£ £
505 5 0.5
# H#*

0.8

DOF in destination DOF in destination




PlayNCool

N
(=)

strategy=PlayNCool, F=GF(2)

I Rx fromHandS
I Rx from H

(= =
o w

# of lin. dep. packets
o
n

only 3% overhead

©
co

10 O <L ]

DOF in destination

A0

--------------- @ \\ l' ’l'l;
0.8 ~df

strategy=PlayNCool, F=GF(2*)

# of lin. dep. packets
o
&)

I Rx fromHandS
I Rx fromH

=
wu

=
o

o
co

only 1% overhead

7 i

D‘Q‘ 60‘
DOF in destination

0 O A0




Some Real Stuff

136 136A 137

|
{ 139 ] 140 12 . I I .
[ o
e s o S R
| 4 | 2 :
Route B l[ @ d o 8 + ........................... ........................... + ........................... ..............
S | = ;
Route A - £
ns 7 13(; S 6 + 777777777777777777777777777 s S -]
130 _g“ * +
g’ : + :
114 2 : : ;
l < %l Barkhausen-Bau 8 4f- Forene e ------------------------- E_ --------------------- _:_ -----------
13 28 F ¢ = + : |
L | |- = i : i
OF 7: ” - LS — | I ----------------------- T
126 B e st i I ; 3
D 110 L BT e f T
AT | :
| 0 — | -
108 25 | i* 1. Obergeschoss (OG'l) BATMAN NC R2 Nc Rl Nc MP
108 124 =
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Virtual SDN testbed e B

N o

Controller

VNF cont. 1 VNF cont.2 VNF cont. 3
(Encoder) (Recoder) (Decoder)




Software Defined Networks e B

A

End to End Coding Schemes: Store and Forward

PE2E_ZG (1_6 ) DEQE:(G‘((I_%)H)"I’(H_I))'OEP




Software Defined Networks e B

A

Hop by Hop Coding Scheme: Store and Forward

PHbH:G-H-(liE) DHbH:G‘(]_iE)'H'dP
/1,
T X——
3 IS
e e
[
_ % — _ ol
"""""" TR
T ———
 __CT»
B <
A4 h 4 A4 N




Software Defined Networks e B

A

Network Coding Scheme: Compute and Forward

1 1
PRLNC:G‘H‘(l_E) DRLNGZ(G'(:)+(H—1))'%

[ — T >




Software Defined Networks o oY

Latency gain of e2e vs RLNC (left) and hbh vs RLNC(right)

=T = = -

latency [s]




oG LAB
GERMANY

5G AGILE CLOUD




Cloud Evolution 05‘““3

Single/Static Distributed/Static Distributed/Agile




Example: Distributed Cloud o

Fis
g? Dropbox SkyDrive.

Google Drive

Nl Chocolate
E"'" Cloud




Example: Distributed Cloud “) S
* Heterogenity (4 clouds)  Speed-Up (5 clouds)

« Clouds behave differently * RLNC does not need full degree
of freedom

e e Cloud A 13000 I
! i 4 4 CloudB 12000 ' ] *—+« Replication
Cloud A ceme oo ® wemoe @ ¢ em o * Cloud C 4 : : !
: s : ¢ ¢ Cloud D 11000
i i : — Decoding
- : . ; "\‘
g Cloud B A a a . A A m 1 - 10000 \ ol 1
5 & 9000 ]
3 ‘ : . ‘ e
2 cloud c * x * * ke - okl [k £ soool 1
E
: : : : 7000} __..._. ] T RS EREE (REE 4
Cloud D 5 e ® e b o @ @ FL
‘ ‘ : ‘ 6000 - + ST 1
; ; ; ; 5000} ; : b
0 2000 4000 6000 8000 10000 | | L I L L i
Time of processing (ms) 7 8 12 16 20 24 28 32

Number of packets available on each cloud

M. Sipos, F.H.P. Fitzek, D. Lucani, and M.V. Pedersen, “Dynamic Allocation and Efficient Distribution of Data Among Multiple Clouds Using Network Coding,” in IEEE International Conference on Cloud
Networking (IEEE CloudNet'14), Oct. 2014.
M. Sipos, F.H.P. Fitzek, D. Lucani, and M.V. Pedersen, “Distributed Cloud Storage Using Network Coding,” in IEEE Consumer Communication and Networking Conference, Jan. 2014.




Mobile Edge Cloud / Micro Cloud / Cloud SEnmiANY
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Dynamic Distributed Cloud

No Coding RS Coding Network Coding

reliability reliability reliability

torage traffi torage traffi torage traffi

A
reliability

storage\/ traffic

F. Fitzek, T. Toth, A. Szabados, M.V. Pedersen, D. Lucani, M. Sipos, H. Charaf, and M. Medard, “Implementation and Performance Evaluation of Distributed Cloud Storage Solutions using Random Linear -
Network Coding,” in IEEE International Conference on Communications - Cooperative and Cognitve Network Workshop - CoCoNet6, June 2014.




Data Survival over Time e

No Coding RS Coding Network Coding

NO_CODING with PFOST_RECODING strateqy_round 1 ——

REED_SOLOMON with POST_RECODING strategy_reund_1 —— NETWORK_CODING with POST_RECODING sirategy_round_ ——

« F Distributed Policy

Probabllty af retravai
Probabllty af retravai
Probabllty af retravai

state-less

_CODING_CONTROLLED wih POST_R G strategy Round | —— OLOMON_CONTROLLED with POST_R G strategy Roung | —— NETWORK_CODING with POST_RECODING sirategy_round_ ——

. L ,Genie” Policy

08 L}
® £ £
H 06 H 06 H 06
E 04 g LE] g LE]
E 02 = LE} = LE}
E 0 E 0 E 0
4 [ [




Data Survival (large # of runs) o SERMANY

=9 ELNC .
. ® @ Centralized RS Top view of
Lower is m—8 Decentralized RS 3D plots
better & -4 Centralized replication
RS | E—
% 13}
C 12
£ 11}
S 10}
o
9 8
VI

0 6

5¢

at

3l

21

1 | i

0 ' ' i i . . . i

0 1 2 3 4 5 6 7 8 9 10

Q - Storage .
< Lower is
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KODO Coding Speeds

F=GF(2"8)  Kodo 17 MT Kodo 17 Jerasure 2.0 OpenFEC

P=1MB (sparse=0.5) (sparse=0.5)

G=8 (12) 3096/2980 |3096/2980 §2255/2635 |1250/1365 |353/292
G=9 (13) 2542/2559 | 2752/2898 §1961/2252 |1096/1185 |305/264
G=10 (15) 2136/2227 |2025/2126 §1724/1796 |997/1072 285/245
G=16 (24) 1807/1496 |1264/1239 §1075/1180 |628/644 179/160
G=30 (45) 950/647 672/513 266/271 349/361 96/90
G=60 (90) 594/329 359/256 123/122 184/184 48/46
G=100 (150) | 383/209 226/159 74/73 111/111 29/28
G=150 (225) | 266/141 153/107 47/46 74/74 19/19

Measured on Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz
e ey



Many-Core Implementation of Network Coding

/Herb Sutter: ,Free lunch is over!” \

Lots of research in computer science
and engineering focus on achieving
low computational complexity (the
big O). But perhaps in the future we

need to consider algorithms with
worse computational complexity but
which are easy to parallelize. /

raw thraughput [MByle/s]

aaaaa

On Raspberry Pi 2: 10x speed up over standard SIMD encoding by
using 4 cores and cache optimization (generation size 1024)




Coding as an Additional Security Measure ") cERMANY

Coded Packets Native Packets

NNXHEE o~ B UEE

Multipath Transport Distributed Stoige

Data on a given path/cloud acts as a cypher







Telescopic Codes '

\ »~
Design:
Multiple composite extension fields
Goal: reduce overhead, maintaining high performance, faster encoding/decoding

Different packets are encoded using different field sizes

* FPacket 1 ok Coded Packet 1o]1

.+

* Packs! 2 GF(2) GF(2?2) GF(22?)
+

* Packat 3

.+

Packet 4
.+

1
.I*|I=||4|
*

43

* Packat 5




Telescopic Codes: Decoder O"’““B

Coded Packet 1 110
Coded Packet 2 op1
Coded Packet 4 ojo
Coded Packet 5 110
Coded Packet T 110
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Telescopic Codes: Decoder

-+ [ .
GF(2)
First 2
columns ofojgn ‘
operations
- ==== 0
o[o[ I s
Eliminaticn

Third
column agao

Only GF(2) 1o o
operations

-===0|1|0
GF(2%)

Fourth

column ojog1

oparations

|0 \--
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Results

100
80

&0

Optimal choice of field distribution [%)]

40
Field size
(—
|
20
1
[
(—
nﬁ' om0 w ™ o w ™
- [aa] E [ Ly i
— ™ Ly

Generation size [-]

46



General Ideas /‘) 56 LAB

Fluid allocation of complexity F———

Source 1 - GF(2")
Network . ‘%l ‘o' )

End devices agree on desired performance: _ -
Independent from network P — é\
LTE GF(2)

Chosen according to application requirement: &

. . WiFi GF(2) B
Network devices need only support a simple ™ L 'f)\
Reduces overhead g% oo 0

GF(2) GF(2") GF(25)

Roughly 1 bit per coding coefficient

Receivers Flow 1 Receivers Flow 2

Key: code concatenation with different field sizes
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General Structure
coTTTTTTTTR r----fﬁp’f'foﬂﬂl-)---: Combined decoding
| I | |
| 1 i C
_5 -D: Outer encoder : I Outer recoder : Outer decoding RS,
3 : ' : : Inner decoding §
| e el | e 2
Discard 1 ©
© ! o
@ FTTTTTTTTT ""’ """""" [ I expansion :_"-' o
o | | | " Y L . =
5 || | L | $ 3
n i Inner encoder =TT Inner recoder :—-'-D,' s m X
| N . Inner [
! | : L[| v decoder | |H
__________ =] _______________' l_________ p—
Source Network Sink
"""""'"""'Ih'rié'r"c'dd”é"RLNC Sparse RLNC; P'éf‘b'étUéT """ CGFZy

 OQuter code: (systematic) RLNC, Reed-SoIomon, ... GF(2")
e ey
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Encoder
Outer code Mapping outer code to inner Inner code
coefficient matrix initialization
=
110lo0o]|o0o]|0fF=o1]* Packet 1 - - ——% 1 | =0
—i
+
ol 1|lo|lo]o 0
0 |* Packet 2 =
g 0 (7))
olof|1|]0o]o T S d
o o)
0 0 0 1 0 0 |* Packet 3 0 ™
— +
o|lof[o]| 0] 1 0 c
0 [* Packet 4
5 22118 | 4 | 73 - 0
54 |92 | 32|42 2 0 |* Packet 5 0
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Encoder
Outer code Mapping outer code to inner Inner code
coefficient matrix initialization
1 olof|lo]oO 0 |* Packet 1 : 0

+
o|l1]o|lo]fo 0
0 |* Packet 2 g —
olof|1]0o]o T g I 0
|8 I —
O (o0fo0 1[0 0 |* Packet 3 : : 0
| .
+
olololo]|1}F~q l >l
: 0 |* Packet 4 :
5 (22|18 4 [73] | - : 0
|
54 |02 |32 422 w| 1 |* Packet 5 ! 0
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Encoder
Outer code Mapping outer code to inner Inner code
coefficient matrix initialization
1 ofo0o|0]O | 5 (* Packet 1 - 0

1 1 I
| + |
o|l1|o|lo]o , | 0
| 22 |* Packet 2 - % —
olo|l1]lo0ofo | 1 < |__ 0
| + > 8 i
I |2 I
0[O 0 1 0 :—b 18 | * Packet 3 - - | 0
| | I
| +
olofofof|1]| ! L | o
| 4 |* Packet 4 — ] 1
5 | 2218 | 4 | 73 - I Le| 1
1 + 1
| | —
54 | 92 [ 32| 42| 2 | 73 | * Packet 5 - 0
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Encoder
Outer code Mapping outer code to inner Inner code
coefficient matrix initialization
110|lo]o]o | 54 | * Packet 1 - 0

1 1 I
I + I
ol 1|lo|lo]o , | 0
| 92 | * Packet 2 - - % —
olo|l1|o0fo | I X |__ 0
| + > 8 1
| i & |
ojojof1fo e 32 |* Packet 3 - - | 0
| 1 | [
| +
olofolo|1] ! | o
:-D 42 | * Packet 4 — ] 1
| |
5 122|184 |73| | - ! ! 0
| | [ —
54 |92 |32 ]|42| 2 2| 2 |* Packet 5 - — | 1




5G LAB

# Recelved Packets before Decoding
Jecodo O & e PCE 0 pded D3
n n+1 n+2 n+3
r=4 93.87% 99.75% 99.99% 99.9997%
Fulcru r=7 99.22% 99.996% 99.99998% | 99.99999992%
m
;g 99.90% 99.9999% | 99.99999996% 99'999?999998
(o}
RaptorQ* 99% 99.99% 99.9999%

* Qualcomm. (2013, Dec.) Raptorqg - the superior fec technology

e T Y S ——



